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Introduzione

Questa Tech Note descrive i passi essenziali per abilitare il servizio OPC UA all'interno di
InTouch.

Versioni

Quanto descritto in questa TN & stato testato con le seguenti configurazioni:

o InTouch 2023 R2 Patch1 — Windows Server 2022 Standard Edition

Procedimento
Configurazione del servizio OPC UA Service all'interno di InTouch

Aprire Application manager di InTouch,

Dal menu Tools scegliere OPC UA Configuration, apparira:

OPC UA server

Choose this option to enable InTouch as OPC UA server
Enable OPCUA
Endpoint configuration

Configure the endpoint for this OPC UA server instance. This determines which URI the OPC UA clients
will use to connect.

Port number: 48032 v ~

Resulting endpoint for OPC UA clients : ope.tcp://<deployment hostname=:portnumber

Security configuration
Require encrypted communication between OPC UA clients and this server instance (Recommended)
Choose this option to require that all clients must use encryption (Basic256SHA256 and

SignAndEncrypt) when establishing communication with this server instance. If enabled, unencrypted
communications will not be supported.

Client access rules

Choose the type of access clients will have to InTouch data from this server instance

Allow anonymous client connection (no username/password)

[ Allow authenticated InTouch users to write to attributes, depending on their security role.

Additional information on the end-to-end process of configuring and using OPC UA can be found in the
InTouch help. Click here for help.
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Selezionare Enable OPCUA e verificare la porta sulla quale rispondera il servizio OPCUA
(default port number 48032).

Security Configuration:

E consigliabile per ragioni di security, abilitare encrypted communication tra Opc Client e
Server, questo setting richiedera a livello di client, I'utilizzo di una security police Basic
256ha256 e di istallare i certificati del'OPC Client

Client Access Rules:

Selezionando Allow anonymous client connection (no username and Password) le
connessioni dei vari client non richiederanno nessun User e password per connettersi all'Opc
Server, se invece questa opzione non & selezionata, nel client che accede al server bisognera
specificare un utente e una password presente nel sistema operativo (Local users o Domain
Users).

Allow authenticated InTouch Users to write attributes: questa opzione permette di scrivere
dall’ Opc Client | dati presenti in INnTouch che vengono esposti via Opc UA. Gli utenti abilitati a
scrivere dati dovranno far parte del gruppo InTouchHMIOPCUAWT iteUsers

A questo punto la configurazione del server OpcUA e conclusa, per abilitare il servizio,
InTouch Window Viewer dovra essere in funzione. Andremo quindi a lanciare Window
Viewer.

Andremo ora ad utilizzare un OPC UA Client per accedere ai dati presenti all'interno della
applicazione InTouch, in questo esempio utilizzeremo il client OPC UA Aveva (Ol.GATEWAY)
ma si puo utilizzare qualsiasi client OPC UA (per esempio OPC Expert).
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Di seguito la configurazione del GATEWAY Aveva

OCMC - [Operations Control Management Console]
File Action Wiew Help
| zm X

E Operations Control Management Console (SRYWIN22)
L@ Historian
B Galaxy Database Manager

~ [%] Operations Integration Server Manager
~ Default Group
~ B Local
v /g [Admin] Qperations Integration Supervisory Servers
i Internal - SIM
& Modicon - MBTCP
#F Siemens - SIDIRECT
v Standards - Gateway
v |4 OLGATEWAY.3
v A Configuration
A opC
A& opcua
2] Log Viewer
Lo Platform Manager

m';’r

QPCUA Parameters

Node Type: OPCUA

OFCUA Server Details:

Delimiter: .

Server Node: ISF\W\/\NZZ

OPCUA Server Endpoint URL:

Iopc.tcp ASRVWINZZ: 48032

OFC UA Server Certificate:

[~ Use Reverse Connect [OPC UA Server willinitiate connection to 01 G ateway]

Vigw |Thumbprint 1DFF20ETCE43814B540B180452DE FA77E9346354

=
[
Imnpart ...

Ol Gateway Endpoint URL: I

To configure the OPC UA certificate please refer to Ol-Gateway user's guide

[~ Allow Optional Data Type Suffix In ltem Name

;I Advanced Configuration

Test Connection

[~ Create New Session After Reconection

~ Item Validation Retri

Rietry Attempts: |1

" Basicl 28Rsa15 [deprecated)

Retry Period: 1 rminute(s]
~ Security Poli
" Mone & Basic2565ha26 " Aes] 28_5ha256_Rsalaep " Aes256_Sha256_RisaP'ss

" BasicZ5E (deprecated)

Security Message Mode
’V " Sign % Sign & Encrypt

r~ User Credential

™ Anonymous User

User Name:  [admiistratar

Password: I XXXXXXXXXXXX

Show Password

Da notare I'endpoint URL inserito: opc.tcp://NomedelPC:48032 e la compilazione dei campi
User credential name e Password(se il campo Allow Anononimuos client connection non ¢

settato nel Server OPC UA)

A seconda delle impostazioni dell’ Opc Server potrebbe essere richiesto scegliere Security
policy Basic256ha256/ Signe Encript dovremo quindi istallare i certificati altrimenti il client
non si riuscira a connettere. Per istallare i certificati, fare un primo tentativo di connessione
premendo su Test Connection, il test fallira, nella directory c:\programdata\Aveva\PCS\OPC
UA Rejected Client Certificates\Certs troveremo il certificato generato dal Client (nel nostro
caso OI-GATEWAY) e lo dovremo istallare, click destro sul certificato e Install Certificate,
seguire i passi di seguito per istallare il certificato.
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In alternativa, per istallare i certificati potremo usare anche l'opzione presente nell’ Ol-
Gateway come da figura di seguito:

Node Type: OPCUA Delimiter: .

OPCUA Parameters

— OPCUA Server Details:
Server Node: ISHM‘WIN22

DPCUA Server Endpoint URL: |opc.tcp:a’fSHWIN22:48032f

OPC LA Server Certificate: Wigw | Thumbprint: 1TDFF2DE1CE43E14B5ADB180 492D EFAT7EA3A5354A Import ..

[~ Use Reverse Connect [OPC Ud Server will initiate connection to 01 G ateway)

0l Gateway Endpaint UARL: I

\_ L|e_|e_

To configure the OPC UA certificate please refer to Ol-Gateway user's guide Test Connection

[~ Allows Optional Data Type Suffiz In tem Name [v Create New Session After Reconection

;I Adwvanced Configuration

Se vogliamo istallare il certificato manualmente :

I v | certs - O X
Home Share View v o
« - > ThisPC > Local Disk (C) » ProgramData » AVEVA » PCS » OPCUA Rejected Client Certificates » certs v O Search certs P

~
Name Date modified Type Size
s Quick access
5 OlGateway OPCUA@SRVWINZ2 [3349EEB...  0/6/2024 4:39 P Security Certificate 2KB
[ Desktop » § .
5 OPC Exp Open 41 PM Security Certificate TKB
3 Downloads »
. Install Certificate
Documents » & Share
[&] Pictures - Open with...
Francese Restore previous versions
G 2
srman Send to >
InTouch
Cut
LocallicenseP ool
Copy
[ This PC
= Create shortcut
. 3D Objects Delete
I Desktop Rename
Documents
Properties
4 Downloads
J} Music
[&] Pictures
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£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network.
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User
(® Local Machine

To continue, dick Mext.

€ L# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
‘ Trusted People

Browse. ..

)| & £¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User [RETE SIS
Content Certificate
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Certificate Import Wizard >

o The import was successful.

0K

A questo punto saremo in grado di connetterci all’lOPC UA Server e accedere alle variabili al
suo interno, il test connection deve mostrare I’'Opc UA Name Space

OPCUA Parameters |

— OPCUA Server Details:
Server Node: IEHM‘WIN22

DPCU Server Endpoint URL: |opc.tcp:a’fSHWIN22:48032

OPC UA Server Certificate:; iew |Thumbprint: TDFFZDETCE43E14B5ADE T80 432D EFATTRI3A0304 Impoart ...

[~ Use Reverse Connect [OPC U Server will intiate connection to 01 G ateway)

0l Gateway Endpoint URL: I

\_ L|e_|e_

To configure the OPC UA certificate please refer to Ol-Gateway user's quide Test Cannection

[~ Allows Optional Data Type Suffix In ltem Name [~ Create New Session After Reconection

;I Advanced Configuration

— OPC LA Mamezpace
Index | Aliaz | MameSpace LRI | T ag Prefis |
0 1A hitp: /#opcfoundation. org/Ubs
1 ALlaS urn SRV 22
2" default hittp: /s, aveva, comdefault
3 ALIAS3 InTouch. T aglGroups OPCLA
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Di seguito la configurazione di un OPC UA group connection

E OCMC - [Operations Control Management Console]
File Action View Help

o= n@ X H=

E Operations Control Management Console (SRVWINZ2)
» E@ Historian
» B Galaxy Database Manager
~ [&] Operations Integration Server Manager InTouch Parameters | Device Items I MQTT Publish Items I
v Default Group
v 5 Lol Device Group Name: IUPCUAJHTDUCh
v ,g [Admin] Operations Integration Supervisory Servers

» 4 Internal - SIM Update Interval: |1DDD e

> Modicon - MBTCP
T i : I‘IDDD
5 % Siemens - SIDIRECT [rata Sampling Interval: ms

w 4 Standards - Gateway

Node Type: OPCUAGroup Delimiter: .

w a OLGATEWAY.3 I~ ReadOrly Browse OPCLUA Server
v ,g Configuration ™ Demand Read
> A& opC
v & opcua
> ,g InTouch

> Log Viewer

Potremo cliccare su Browse OPCUA Server per aggiungere le tag di InTouch che vengono
esposte, notare che le Tag esposte risiedono all’interno degli InTouch Alarm Group (Ssystem
e quello di default), nel nostro esempio & esposta la variabile TAG1

ﬁ OPCUA Tag Browser

G Diagnastic ftems | Node Class |Variable
4 {8 PCSInTouchService@SRYWIN22 (opctep://SRVWINZ2:48032) —
a4 ‘Eg InTouch Alarm Groups Reference | /ALIAS3/s=T:85ystem.TAGT.Value

6 SAccesslevel
6 $AccessTokenChanged DataType |Int32
€D $ApplicationChanged Access Level RW
6 $ApplicationVersion |
€D §ChangePassword
€ §ConfigureUsers
€ 3Date
€ §DateString
€ $DateTime
€D $Day
€ $Historicallogging
€ $Hour
6 SInactivityTimeout
€ $InactivityWarning
€D $language
€2 $LogicRunning
€ §Minute
€ $Month
€ $Msec
6 SNewAlarm
€ $0bjHor
€ 30bjver
€ §0perator
€ $0peratorDomain
6 §0peratorDomainEntered
6 $O0peratorEntered
€D $OperatorName
6 $PasswordEntered
€D $Second
€ §5tartDdeConversations
%3 $System
6) §hccesslevel

€D §Time
€ §TimeString
€ $verifiedUserName v

‘ Add to list | | Remove from list
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Selezionare le Tag desiderate e premere Add to List, nei device Item troveremo le Tag
aggiunte ed eventualmente potremo cambiare il name inserendone uno semplice.

E Operations Control Management Console (SRVWINZ22)
€ Historian
Galaxy Database Manager

=
iy

InTouch Parameters Device Items | MQTT Publish Items |

Node Type: OPCUAGroup Delimiter: .

~ [E] Operations Integration Server Manager

v Default Group
+v B Local

v /g [Admin] Operations Integration Supervisory Servers
4 Internal - SIM
4 Modicon - METCP
4% Siemens - SIDIRECT
~ 4 Standards - Gateway
v [ OLGATEWAY.3
v /z Coenfiguration

v & oPCUA

Leg Viewer
LD Platforrm Manager

A opc

/g InTouch

| Name
Tagl

| Item Reference
JALIAS3fs=1:55ystem, TAG 1. Value

A questo punto potremo utilizzare i ns. OPC-UA client per leggere i valori esposti da InTouch

Nel caso sia richiesto di scrivere dal client OPC-UA le variabili OPC-UA lette da InTouch questi
sono i passi necessari per permettere la scrittura:

Abilitare nella configurazione OPC-UA di InTouch

Allow authenticated InTouch users to write to attributes, depending on their security role.

Aggiungere al security Group InTouchHMIOPCUAWTriteUsers del sistema operativo gli
eventuali users che potranno scrivere le variabili lette da InTouch Opc-ua

B InTouchHMIOPCUAWriteUsers

%} InTouchDevelopers

Members of t
AVEUA 1nTe

his group can write t...
s N 1

S15_IUSRS
%Hyper—\f Administrat:
@Guests

%} Event Log Readers
& Distributed COM Use|
%;Devi(e Owners
%;Cryptographi( Opera
%} Certificate Service D(]
@Backup Operators
&l ASBSalution
@AstoreSen{i(es
@ArchestrAWebHostin
@Application Develope
@Application Administ
S AELicMgr
%;Admmistrators
%;A(cess Control Assist]
%;aaUsers
%‘aaRuntimEUsers
%;aaReplicationUsers
%‘aaPUWErUsers
%aaLDggeercess
%‘aaLDggerManagemeu

InTouchHMIOPCUAWTritellsers Properties

General

k,‘ InTouchHMIOPCUAWT e Users

? ped

Description:
through OPC UA Service

Members of this group can write to the InTouch tags

Members:

&Mmin\strator
!,;Jiamess

Changes to a user's group membership

are not effectiv
user logs on.

Add... Remove

Cancel

e until the next time the

Apply Help

2 zalnTouchUsers
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